
FIG. 1 




200 



202 



in 

u 5 



01 



Insert data as values into 
determined mathematical 
equations. 



204 



Access risk value for each 
interaction. 



206 



Store risk values for future 

use. 




Fig. 2 



Start 



Operator collects a number 
of clicks per internet protocol 
(IP) address for a given time 
period. 
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Operator collects a number 
of unique queries per user 
session. 
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Operator collects a number 
of network clicks for a given 
time period. 
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Operator collects a number 
of distinct referral partners 
who had an HTML hyperlink 

to the operator's site 
generating clicks for a given 
time period. 
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Operator collects other 
aggreagrate measure data as 
desired. 
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Operator collects data on the 
origin of the user. 



400 



Operator collects data on the 
time of the interaction. 






Operator collects data on the 
type of the interactions. 






Operator collects data on the 
presumed measures of 
uniqueness of the user. 
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Operator collects other 
unique feature data as 
desired. 
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Operator merges the data 
into the aggregate measure 
data and the unique feature 
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Operator applies a 
probabilistic approach 
mathematical equation to 
each interaction of interest on 
the website. 




Operator applies a stochastic 

approach mathematical 
equation to each interaction 
of interest on the website. 
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Values computed from the 

probabilistic and/or 
stochastic approach models 
assist in the determination 
of classification. 
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Operator assigns a class to 
the equations. 



Operator computes values of 
the equations. 



Operator places an 
interaction into the class with 
the highest computed value. 
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Operator periodically 
reassesses the mathematical 
equations to ensure the 
validity of the equations. 
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Operator evaluates the 
mathematical equations 
against a standard. 
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Operator applies a 
retrospective validating 
process. 
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Operator applies a 
prospective validating 
process. 



706 



Fig. 7 



* 



Start 



Operator evaluates multiple 
network interactions. 



800 



Operator creates a 
classification table. 
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Operator determines a useful 
model or set of models from 
the created table. 
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